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What is Multi-Factor Authentication (MFA)?

Normally you use your username and password to log into your ESR account.

In addition to your username and password, you can set up a second form of authentication
known as multi-factor authentication to add an additional layer of security for your personal
data in ESR.

Enabling MFA in ESR is a personal choice. If you choose not to use MFA, you will still be able
to log in to your ESR account using your username and password only.

Note - you are not able to register for MFA if you have left the trust.

What are the benefits of MFA?

« Keeps your personal datain a more protected environment.
« Helps you gain access to your account should you forget your password.
« Provides increased protection against cyber-attacks.

« Checks if an attempt is made to access your account from an unusual
location or device.

Watch a helpful video that explains the steps to setting up MFA in ESR. Click the following
link to access the video: Multi Factor Authentication video
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https://my.esr.nhs.uk/dashboard/documents/22528/980091517/MFA%20in%20ESR%20May2024.mp4/8c53de76-ce3f-a4b8-d109-cfda8d0777ae?t=1718702995318
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There is also a step by step guide to help you set up MFA in ESR. Click the following link to
access the guide: MFA step by step guide
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https://my.esr.nhs.uk/dashboard/documents/22528/980091517/MFA%20in%20ESR%20User%20Guide%20v1.0.pdf/132afedf-fe8f-f63c-7c0e-4b2f354938b4?t=1718698187485

